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Welcome to the OpenChain Annual Report for 2023

The work of the OpenChain Project is made possible by our Platinum Members. In 2023, our
Governing Board helped guide the project in meaningful ways towards improving legal and
security challenges in the global supply chain. | would like to thank everyone involved in
providing this strategic and financial support, with special thanks to Jimmy Ahlberg from
Ericsson who acted as Chair, and to the formal voting representatives of our 2023 Platinum
Member companies:
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The result of their support was remarkable.
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The key strategic goals identified by our governing board were met.
Our message and our stage for delivery has grown in all directions.
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The OpenChain Project had an exceptional year throughout 2023. The key milestone was
the 1SO submission and publication of OpenChain ISO/IEC 18974:2023, the new
International Standard for open source security assurance. This is the sister standard

to OpenChain ISO/IEC 5230:2020, the International Standard for open source license



compliance. It is the culmination of over 18 months of work from dozens of contributors,
and has already seen adoption by companies like KakaoBank, LG

Electronics and BlackBerry. For those curious, we used the JTC-1 PAS Transposition
Process in collaboration with our partners at the Joint Development Foundation to take
our pre-existing de-facto industry standard and convert it into a formal ISO standard. This
is the same mechanism we used with OpenChain ISO/IEC 5230:2020.

More broadly, our market impact was positive in every direction. As a standards project,
the key things we look for are positive growth in terms of adoption, positive growth in our
collaborative community and its activity, and positive growth in our partner ecosystem for
officially endorsed support.

Global Impact Q1 to Q4 2023 COD
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o ISO/IEC 5230 Conformant Programs Listed: 89 > 109 (22.48% increase)
« ISO/IEC 18974 Conformant Programs Listed: 1 > 6 (500% increase)

« Official Partner Third-Party Certifiers: 7 > 14 (100% increase)

« Official Partner Service Providers: 24 > 30 (25% increase)

« Official Partner Tooling Vendors: 11 > 13 (18.2% increase)

« Official Partner Legal Providers: 21 > 24 (14.3% increase)

« Standards maintained: 1 > 2 (100% increase)

« New specifications under proposal: 1 > 3 (200% increase)
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A tangible metric for our success is related to how many programs we are aware of
around the world using one or both of the standards we currently publish. One way we
track this is through asking companies to inform us of their use, and to allow us to add
them to our ‘Community of Conformance’ web page. In 2023, we crossed over 100 listings
for ISO/IEC 5230 conformant programs on that page.
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Total conformant numbers far higher.
Example: PwC Survey shows 31% of large companies in Germany use or are planning to adopt ISO/IEC 5230.

However, because we maintain open standards, there is no obligation for companies to
inform us of their use. We partially rely on our partner community to assist with deeper
metrics based on their client portfolios or their market surveys. Our partners over at PwC
Germany provided some excellent numbers indicating significant market traction, with
31% of large German companies already using or planning to use OpenChain ISO/IEC 5230.
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31%

of large German companies already use or plan to adopt OpenChain ISO/IEC 5230

https://www.pwc.de/en/digitale-transformation/open-source-software-management-and-compliance/open-source-software-current-trends-and-developments.html

While the cumulative impact of these developments cannot be precisely calculated in the
context of open standards and a deep, complex supply chain, there are indicators that the
problem area we are addressing is seeing real change. According to Synopsys research, the
year before OpenChain ISO/IEC 5230:2020 was published, 68% of open source codebases



had license compliance issues. Three years later, that number standards at 54%, a 14%
decrease in license issues impacting the business domain.
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4%

decrease in open source license compliance issues
since the year OpenChain ISO/IEC 5230 was published

2019 Synopsys OSSRA Report: https://mysecuritymarketplace.com/reports/2019-open-source-security-and-risk-analysis-ossra-report/
2023 Synopsys OSSRA Report: https://www.synopsys.com/content/dam/synopsys/sig-assets/reports/rep-ossra-2023.pdf

OpenChain ISO/IEC 18974 is at a much earlier stage in its market lifecycle. As with
OpenChain ISO/IEC 5230, we expect it to take a while for companies to complete their
adoption in security programs, but we already see the type of large and small entity early
adoption that is a positive indicator for market fit. With a long and complex supply chain,
it is vital to ensure that small companies, or companies with limited resources, can adopt
our process management standards as easily as companies with sophisticated and well-
funded teams.
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In the context of the OpenChain Project, we primarily build and support our standards
through an active user community. However, it is also extremely important to have a
healthy adjacent ecosystem of commercial service providers to ensure supply chain
participants can get help when needed. The OpenChain Project has an official partner
program designed to promote commercial providers that work with us on messaging,
outreach and broader community development. This ecosystem saw growth in every
direction in 2023, most notably in doubling the number of third-party certifiers available
across the global market.

14 Official Third-Party Certifiers (+7) C@@
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13 Official Tooling Vendors (+2) (@@
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30 Official Service Providers (+6) C@@
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24 Official Legal Providers (+3) C)C®
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As the OpenChain Project enters 2024, we remain committed to the concept of measured,
effective engagement with the global supply chain to promote adoption of our standards.
A significant portion of our energy will be focused on this, both in the sense of directed
project resources, and the expected outcomes of the collaborative user community and

the commercial partner community.

The obvious starting point for all interested parties (and your supply chain) is to check out
our resources to help companies adopt our standards through free self-certification,
independent assessment or third-party certification.




Get Started with all our published standards:
e https://www.openchainproject.org/get-started

Learn more about OpenChain ISO/IEC 18974:2023 (security assurance):

e https://www.openchainproject.org/security-assurance

Learn more about OpenChain ISO/IEC 5230:2020 (license compliance):

e https://www.openchainproject.org/license-compliance

Naturally, the OpenChain Project is not static and our work is designed to evolve with the
market. We invite all parties to help with collaborating around future updates to our
business process standards for compliance, to help with developing new reference
material or case studies and to explore the potential for new sister standards that support
our mission.

For example, in the next few weeks we will launch an Al Study Group to assess the key
metrics needed for compliance in this domain in the context of the supply chain. You can
keep an eye out for that via our newly created Al Study Group mailing list and by
reviewing the recording of their first planning meeting.

When it comes to our existing standards, there are ongoing editing cycles for ISO/IEC 5230
(license compliance) and ISO/IEC 18974 (security assurance). The OpenChain Steering
Committee took a look at the community developments in December 2023, and provided
guidance that:
e The community-developed update proposals seem reasonable
o We will extend our Public Comment and Freeze Periods significantly to ensure
the supply chain has time to consider the proposed changes
e The Public Comment period will change from 30 days to 6 months
e The Freeze Period will change from 14 days to 3 months
e This will be communicated in an update to FAQ and to our Specification Work
Team.
e In principle, it is suggested that we target updates to our ISO standards once
every five years
e This would suggest the update for ISO/IEC 5230 is likely to be ready for 2025
e ISO/IEC 18974 may be updated sooner due to a rapidly-moving market, but
not at a speed that would hinder adoption of the existing and newly published
version
Everyone is welcome to be part of this process.
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Licensing Specification (CURRENT VERSION, 2" Generation):

https://github.com/OpenChain-Project/License-Compliance-Specification/blob/master/2.1/en/openchainspec-
2.1.md

Licensing Specification (37 Generation Draft):

https://github.com/OpenChain-Project/License-Compliance-
Specification/blob/master/Official/en/3.0/openchain-license-compliance-3.0.md

QR code is for the 3" Generation Draft:
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Security Assurance - Current and Draft Versions C@@
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Security Specification (CURRENT VERSION, 1st Generation):

https://github.com/OpenChain-Project/Security-Assurance-Specification/blob/main/Security-Assurance-
Specification/1.1/en/openchain-security-specification-1.1.md

Security Specification (2"Y Generation Draft):

https://github.com/OpenChain-Project/Security-Assurance-Specification/blob/main/Security-Assurance-
Specification/2.0/en/openchain-security-specification-2.0.md

QR code is for the 2" Generation Draft:
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We look forward to an excellent 2024 in collaboration with you.

Shane Coughlan
OpenChain General Manager
4th January 2024



